	SYMPOSIUM CURRICULUM Based on ONC Components

	Topic
	ONC Competencies/Units
	Topic Description and Component Section

	Keynote Speaker 

Evidence Based Practice 

Clinical Decision Support 

Meaningful Use


	C1:9a., 9d.
C2:5

C13:9
C11:3 

C12:6.1, 6.2, 6.4
C13:4.2, 7.1-7.4
C15:7
C5:3
C7: 3.2, 4

C11: 2, 4, 9,


	(U9) Describe Evidence Based Medicine
(U5) EBM - Definition, Application, Limitations
(U9) Readings - What is evidence based medicine? (Link)
(U3), Clinical Decision Support System (CDSS) – Define CDS, key factors in the development of CDS for clinical and administrative use, Implement CDS rules, alerts and reminders,  Implement clinical decision making tools including computerized provider order entry (CPOE)
(U6.1,.2, .4) CDSS Basics, How They Help Improve Quality, Tips for Successful Clinical Decision Support Systems

(U4.2) Public health-oriented clinical decision support (integrated strategy using multiple tools such as alerts, order sets, smart forms, and quality reporting.)
(U7.1,.2,.3,.4) Clinical Decision Support and Usability
(C5-U3)HITECH Vision, Slide 10, showing Meaningful use (as part of the vision)
(C7-U3.2)Meaningful Use and Health Information Exchange, (U4) Aspects of HIT that contribute to Meaningful Use
 (C11-U2)Meaningful Use with reference to:  Practical Implementation, EHR Certification, 5 Underlying Healthcare goals to which MU criteria map, (U4)System Configuration, (U9)Health Policy Brief: MU of EHRs, August 24, 2010, from Health Affairs

	Session 1

Healthcare Culture 

History of Health Information Technology in the US




	C2: 1a., 1b. 



C5:1a., 1b., 2, 3, 4
	(U1a.)Culture and HC Main Themes-Slide 10 (PPt), Cultural Competence/HIT, Organizational Culture/Safety Culture /Professional Cultures, Acculturation; (U1b.) HC Culture/Informatics (‘the piece that holds everyone together’), Naming Consideration-based on behavior/interaction -Slide 10 (PPT), Professional Translation (Health Professional to HIT Professional, Challenges to Cultural Competence (Medical Students/ Informatics), Field Studies to Support IT Design – Slide 16, Effective HIT (understanding HC Culture – clinical settings, processes, people) – Slide 17.
(U1a.)Glossary Handout, Evolution of Informatics 1950’s-Present (Influence Patterns), (U1b.) Summary – 1970’s Medicine, Slide 30, PPt; (U2)1980’s through
2009 (General, HC, and HIT changing Environments); (U3) Remaining History,  HITECH addressing barriers/New Roles, Slide 12,PPt; (U4)Evolution of Public Health Informatics/Public Health Practice, Slides 4 & 5 as Handouts; (5)History-Nursing Informatics;(6)History-EHRs

	Session 2

Working with Health IT Systems 

Healthcare Workflow
	C7:1-6, 8-10

 

C10:1a.,b.-11
	(C7)Article:  EHR Center for Enterprise Modernization-Handout Materials, U1-6, U8-10 Components of HIT System, Usability in HIT Systems, HIE in HIT systems, Standards, HIT Facilitated Errors, HIT/Patient Centered Care
(U1a., b.) Concepts of Processes and Process Analysis (Role, Setting, Components, Activities-Clinical/ Admin./Group, Location);U4) Knowledge AcquisitionU3) Interpreting and Creating Process Diagrams

 (correct scope and detail level for a process flowchart and data flow diagram); ( (U2) Process Representation (process diagrams, flowcharts-steps/sequence, physical steps vs. information flow in EHR); ( - Observation/Interaction with staff, (U5) Process Analysis (process steps, flow control and step sequence, location of steps, roles performing each step, data flow and information needs); (U6) Process Redesign - strategic initiative to improve the quality, cost, and safety of patient care (replacing manual processes with processes capable of greater accuracy and higher performance, and making changes in who performs tasks); (U7) Facilitating Process Optimization Decisions (processes and logistics necessary for conducting the critical meeting in which Healthcare Setting personnel will review/streamline the redesigned process workflow diagram, in preparation for implementing quality improvement and integrating the EHR);  (U8) Quality Improvement Methods (Strategies of quality improvement); (U9) Leading and Facilitating Change (sensitive to the human component and common change management problems); (U10) Process Change Implementation and Evaluation - key skill sets: 1) develop a process change plan (implementation plan), 2) communicate a process change plan, and 3) to develop an evaluation plan; (U11) Maintaining/ Enhancing Improvements – Change maintenance, alternative processes/methods to keep the practice running if the EHR system fails, Challenges practice settings will encounter in achieving, sustaining and enhancing meaningful use. 

	Session 3

Healthcare Software 

Networking and Health Information Exchange


	C8: 1-11



C9:1-9
	(U1), Health IT System Elements (Server hardware, network for access to/storage EHR, application software and back-end data storage software); (U 2), System Selection – Software and Certification (COTS vs. in-house vs CCHIT systems - needs of user/ typical cost  EHR startup); (U3) System Selection – Functional / Technical Requirements (12 steps to system selection); (U4) Structured Systems Analysis and Design (project plan - 8 basic components, HANDOUT Material – U4PPt); (U5) SDLC (Software Development Life Cycle) Model - steps of a typical SDLC, purpose /importance of each; (U6) System Security Procedures and Standards (Federal /State/ local health information regulations for EHRs, computer/ network system vulnerabilities/best practices for identification and mitigation of vulnerabilities, information access and protection measures, and user security training); (U 7) System Interfaces and Integration (issues and challenges including understanding system requirements/ messaging and other techniques used between various systems), (U8)Troubleshooting, Maintenance and Upgrades, and Interaction with Vendors, Developers, and Users; (U9) Creating Fault Tolerant Systems, Backups, and Decommissioning (high performance/reliability); (U10) Developing a Testing Strategy and Test Plan (use of performance baselines and the role of test plans); (U 11) Pilot Testing and Full Scale Deployment (deployment > end users,  communication/ technical support/ user feedback/system resource evaluation -  initial pilot testing for feedback prior to full deployment, including planning, identifying user group, setting up the system, and gathering feedback)
(U1) ISO (International Standardization Organization)Open Systems Interconnection (OSI) stack – layers in networking, purpose/content of each of its seven layers, flow of data through the models as data is transmitted and receive by end devices; (U2) Hardware communication - network media, hardware devices, and how to select appropriate items to meet the guidelines for usage; (U3) National and international standards developing organizations – introduction to national/international organizations that create standards used in networking/HIE; (U4) Basic health data standards - orientation to the important data-related standards that enable interoperable health data interchange; (U5) EHR functional model standards - functional requirements and standards for electronic health records (EHRs); (U6)  Health data interchange standards - importance of adhering to health data interchange standards in order to ensure compatibility between systems; (U7) Supporting standards for EHR applications - set of standards that support the application layer of the OSI and extend EHR functionality; (U8) Enterprise architecture models - different enterprise architecture models that provide an infrastructure for healthcare networks; (U9) Privacy, confidentiality, and security - issues related to creating an environment in which to transport data in a secure manner that ensures privacy and confidentiality

	Session 4

Usability and Human Factors 

Professionalism/Customer Service in the Health Environment

	C7:5, 6, 10
C15:1,3-7



C16:1-4, 6-9
	(U5) Basic concepts of usability – specifically, usability bottlenecks, identify usability roadblocks – (EHRS lab system); potential downstream effects of poor usability, solutions/alternate designs; Impact of HIT usability on user satisfaction, adoption, and workarounds in error rates or unintended consequences; (U6)Usability Issues- Potential to Contribute to errors or adverse medical events; (U10) Usability from a patient perspective.
(U1) Contributions of Human/Computer interaction to the Health field; Applying principles of user-centered design to address the challenges to effective design

(U3)Cognitive and Human Performance

(U4)Human Factors in Healthcare; (U5) Usability Evaluation Methods; (U6) EHR and Usability; (U7) CDS and Usability

(U1) Customer Service in Healthcare IT - Healthcare IT customers,  Elements (customer satisfaction), Tangible/Service components, Measurements, repercussions, success/failure components, PPt – Handout Material; (U2) Professional Behavior in The Healthcare Environment (Behaviors/attitudes norms for success, emphasis on the message, presentation (respectful, adaptation, self improvement); (U3) Overview of Communication Relevant to Health IT (purpose and goal of professional communication, effective/ ineffective communication, communication needs of common roles in HC, Disability Etiquette’s contribution to professional communication (guidelines for effective professional communication with everyone in your workplace, regardless of differences); (U4) Key Elements of Effective Communication - define communication, assumptions used in communication, communication models (general to health-specific), variables used in communication, nonverbal communications/functions in the human communication process, communication (paper-based/electronic formats), personal communication (work setting), listening skills, diversity; (U6) Team and Small Group Communication – Definition Group communication /tiered characteristics, Categorize group goals, norms, and cohesiveness, Stages of team communication, Communication networks; (U7) Handling Conflict – Definition/ Dimensions of conflict, Approaches/ resolution styles in conflict resolution, Communication strategies to resolve conflict, Sources and strategies addressing technical implementation conflict; (U8) Ethical and Cultural Issues Related to Communication and Customer Service – Dimensions of ethics/medical decision making/Medical Ethics Committees, Effective intercultural communication, (U9) Personal Communications and Professionalism - Impact of inappropriate use of personal communication devices in the HC workplace, Differences – personal/ professional communications

	Session 5

Privacy, Confidentiality, Security Issues
	C2:8
C5:2,10-All
C7:7
C8:2
C9:9
C16:5, 9



	(U8)Traditions and Values in Health Care Professionals – Topics a-g, Privacy, Confidentiality, and Security (Parts 1-4)
(Glossary) HIPPA, (U2) - Attribute 5 on Handout 1- Key Attributes of a Computer-Based Patient Record, (U2- Handout) Measures to Assess Meaningful Use of EHRs 2010, (U10 - All) History of Privacy and Security Legislation, 5 principles underlying the HIPAA privacy rule, reasons privacy rule was an action of the executive, not the legislative branch of Congress, Definitions P, S, C.; Activities-Privacy Debate (I. M. pg. 52)
(U7)Privacy, Security, and Confidentiality in HIT settings. Common threats (when using HIT),  Strategies to minimize threats to P, S, C 
(U2) References  - Privacy/HIPPA

(U9 + links) P, C, and S Issues and Standards,  Issues in creating an environment in which to transport data in a secure manner, concepts of privacy and confidentiality requirements and policies, implementing the requirements, HIPPA - who must follow the law, what information is protected, what rights does the law provide to consumers, and who can look at your health information (link); concerns about the security of transferring health information (includes case studies), Findings - 2009 study on cyber security; privacy and data protection, July 8, 2010 HISS -proposed change to HIPPA that would affect the privacy, security and enforcement rules (link to summary), ‘Breach’ Activity (I.M. pg 38)
(U5) HIPAA and communication; personal responsibility in protecting patient privacy; U.S. Dept of Health & Human Services HIPAA (link); (U9)Activities/Vignettes and Guided Discussion Questions Privacy Expectations - employees do not have a right to expect privacy in their communications when using work-supplied devices (PCs, Blackberries or cell phones). When/where personal privacy is in effect, and when/where it is not)
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