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In this 40-hour course, students will be introduced to terminology, technology, data standards, messaging standards, technology and workflow issues in clinical and public health settings. The course will cover material to inform public health informaticians and practitioners in their efforts to receive and integrate data from clinical information systems for use in public health settings. In addition, students will be given an overview of design methodologies to engage stakeholders within and external to their organizations. Class sessions are composed of 1-4 units. Students will complete a set of required activities and a self-assessment for each unit. Each unit comes with a set of suggested readings. This course assumes practical skills with a personal computer and some domain experience in public health or other health-related settings.

Note: This is a proposed course outline. Content and schedule may be adjusted according to feasibility of work load as the course progresses.

Course Objectives
At the completion of this course:
1. Describe Health Information Management systems and terminology
2. Compare and contrast the different purposes and uses of clinical and public health information systems
3. Describe standards and their uses in health information settings
4. Identify the roles of clinical providers and Public Health in health information exchange
5. Explain the differences between various human-centered design and evaluation methodologies

Course Format
This course is a mix of online lecture and discussion balanced by individual activities and self-assessment. Students will be required to access their online classroom to review the lectures, quizzes and online discussion forums, and to complete activities. 
· Activity 1: Online discussion regarding each units for each class covered on a weekly basis.
· Activity 2: Complete an online quiz after each component is introduced on a weekly basis.
Course Materials
· PowerPoint Slides
· Guest speaker informational talks
· Supplemental readings (online articles)
· Moodle course site (including online discussion forums and quizzes)
Class 1
· What is Health Information Management and Technology? (17:50)
· Overview/Introduction to the EHR (8:40)
· Definitions and Concepts in the EHR (13:15)
· Clinical Vocabularies (6:10)

Class 2
· Overview & Contribution to Public Health through Electronic Health Record Use (22:03 + 19:49)

Class 3
· Privacy, Confidentiality, and Security of Public Health Information (7:51)
· Data Standards in Public Health IT (7:59)
· Public health enabled electronic health records and the role of public health in health information exchange (14:18 + 11:31)

Class 4
· Epidemiology databases and registries-Public health information tools (14:47 + 17:48)
· Biosurveillance, Situational Awareness and disaster response (22:04)

Class 5
· Public health reporting, alerts and decision support (29:49)
· The potential of public health IT for health promotion and chronic disease prevention (25:04)

Class 6
· Encouraging adoption/use of population health functions for Electronic Health Records (EHRs) and Consumer functions for Personal Health Records (PHRs) (26:01)
· Common commercial electronic health record (EHR) systems used in ambulatory and inpatient care settings (17:25)

Class 7
· VA Vista for Health Information Technology
· COMPONENT 8: Installation and Maintenance of Health IT Systems
· VA Vista for Health Information Technology
· COMPONENT 7: Working with Health IT Systems

Class 8
· VA Vista for Health Information Technology
· COMPONENT 11: Working with EHRs

Class 9
· Certification of Commercial EHRs (15:36)
· System and database architectures used in commercial EHRs (14:43)
· Vendor strategies for terminology, knowledge management, and data exchange (16:07)

Class 10
· People and Technology, Studies of Technology (13:02)
· Usability evaluation methods (15:47)
· Instructor overview of public health projects implementing usability methods

DETAILS OF EACH CLASS

Class 1
1. ONC Component 3/Unit 14 

What is Health Information Management and Technology? (17:50)
Learning Objectives
a) Define and explain the terms and concepts used in the field of Health Information Management and Technology.
b) Identify the terms that frame Health Information Management (HIM) and Health Information Technology (HIT) practice.
c) Explain commonly used acronyms and abbreviations.

2. ONC Component 3/Unit 15 

Overview/Introduction to the EHR (8:40)
Learning Objectives
a) Discuss the American Recovery and Reinvestment Act of 2009 (ARRA) including the portion of the bill called the Health Information Technology for Economic and Clinical Health Act (HITECH) Act of 2009.
b) Identify factors affecting the need for an electronic health record (EHR).
c) Compare the automated record with the paper record.
d) Identify the advantages and disadvantages of the automated record.
e) Discuss the obstacles to implementation of a paperless record.

3. ONC Component 3/Unit 16 

Definitions and Concepts in the EHR (13:15)
Learning Objectives
a) Discuss the difference between an EHR, EMR, and PHR.
b) Define functional requirements of an electronic health record (EHR).
c) Discuss the purpose of EHR Components (i.e. CPOE, CDSS, pharmacy system, laboratory systems, documentation systems, admission and discharge systems).
d) Describe methods to ensure data security and confidentiality.
e) Identify the hardware and software requirements for EHR implementation.

4. ONC Component 3/Unit 17

Clinical Vocabularies (6:10)
Learning Objectives
a) Discuss the relevance of standardized terminologies to healthcare practice and research.
b) Describe the attributes of a terminology.
c) Identify the difference between classification systems and reference terminologies
d) Discuss the interest and involvement of the federal government in terminology standards.
e) Identify classification systems used to classify and document healthcare diagnoses, interventions, and outcomes.

Class 2

5. ONC Component 13/Unit 1 

Overview & Contribution to Public Health through Electronic Health Record Use ( 22:03 + 19:49)
Learning Objectives
a) Explain what public health is, what distinguishes it from the other health sciences, and its unique contributions to the health of the public. 
b) Identify the underlying reasons for the requirement that electronic health record systems (EHRs) be linked to essential public health functions
c) Describe the major formal organizational structures within the United States responsible for monitoring and improving the public's health
d) Identify issues that call for government intervention in matters pertaining to the health
e) Identify the principal problems in the U.S. health care system in improving and sustaining public health on a large scale. 
f) Explain the role of public health in medical care.
g) Explain the benefits of electronic health records and data exchange to clinical care and health care improvement from a public health perspective.
h) Identify the principal environmental, social and behavioral determinants of health and demonstrate how they come into influence the most important behavior-related health problems of the day
i) Identify the clinician’s role in disease reporting and how it contributes to both public and patient health
j) Describe how patient-level data from an EHR is used for public health

Class 3
6. ONC Component 13/Unit 2 

Privacy, Confidentiality, and Security of Public Health Information (7:51)
Note: Public health is not a HIPAA covered agency in Washington State. WA DOH and LHJs need to be careful not to enter into agreements that make them a covered entity.

Learning Objectives
a) Identify the exercise of principles of privacy, confidentiality, or security of public health information, in scenarios involving patients and health practitioners
b) Identify the types of laws/Acts applicable to the treatment of public health information
c) Locate resources for applicable state, local, and federal laws and/or Acts
d) Interpret the treatment of and apply applicable laws/Acts to public health information in given patient or practitioner scenarios 
e) Identify the functions of a “covered entity” and a “business associate” in relation to the treatment of public health information
f) Describe the objectives and roles of the HIPAA Privacy Rule and exceptions to HIPAA as they apply to public health
g) Identify patient rights under the Notice of Privacy Practices
h) Describe the potential civil and criminal penalties for a HIPAA violation
i) Identify and summarize each HIPAA security requirement (administrative, physical, and technical)	
j) Discuss policy, procedures, contracts, and plans in administrative safeguards 
k) Describe how the physical environment can impact security of information and develop solutions
l) Discuss technical strategies that can be implemented for security purposes
m) Identify the type of information that requires protection (e.g., diseases, demographics) and list examples
n) Demonstrate the application of principles for the appropriate release of required patient information in given scenarios
o) Identify examples of circumstances when patient information may be used without patient authorization
p) Summarize the ARRA/HITECH amendments to HIPAA

7. ONC Component 13/Unit 3 

Data Standards in Public Health IT (7:59)
Learning Objective
a) Identify the architecture categories for information systems and explain the differences
b) Summarize objectives of an enterprise architecture plan
c) Identify the objectives of data standards for public health 
d) Describe the different types of standards required (e.g., information, clinical data representation, technical, medication terminology, and privacy and security)
e) Identify the factors involved in grammar data standards for communicating in public health informatics
f) Identify the principles of context regarding data standards for communicating public health informatics
g) Identify universal vocabularies and classification systems applicable to public health (CPT, ICD-0)
h) Identify and compare associations and/or organizations developing standards (e.g., CCHIT, HL7, American Society for Testing and Materials)

Required Reading
http://www.hl7.org/
http://healthit.hhs.gov/portal/server.pt/community/healthit_hhs_gov__nationwide_health_information_network/
http://healthit.hhs.gov/portal/server.pt/community/healthit_hhs_gov___connect/3005
http://healthit.hhs.gov/portal/server.pt/community/healthit_hhs_gov__direct_project/3338
http://wiki.directproject.org/file/view/DirectProjectOverview.pdf


8. ONC Component 13/Unit 4 

Public health enabled electronic health records and the role of public health in health information exchange (14:18 + 11:31)

Learning Objectives
a) Discuss the New York City Department of Health and Mental Hygiene partnership with a commercial EHR vendor and how it created a public health-enabled EHR.
b) Demonstrate knowledge of public health-oriented clinical decision support including an integrated strategy using multiple tools such as alerts, order sets, smart forms, and quality reporting.
c) Describe the EHR "meaningful use" movement and how it could transform existing clinical/public health practices.
d) Describe the strategies, features, and systems needed for public health agencies to define and build the necessary connections to EHRs as identified by the "meaningful use" legislation.
e) Identify the essential features of four primary public health IT functions, including syndromic surveillance, bi-directional immunization registries, public health alerts, ad-hoc reporting, and more.
Class 4

9. ONC Component 13/Unit 5

Epidemiology databases and registries-Public health information tools (14:47 + 17:48)
Learning Objectives

a) Describe epidemiology and how epidemiology differs from clinical practice.
b) Define and distinguish among the components that make up   epidemiology.
c) Identify the difference between environmental and mechanistic causes of disease
d) Describe the sequence of epidemiological reasoning.
e) List the different types of epidemiology.
f) Define clinical epidemiology and its relationship with evidence-based practice.
g) Explain the current applications of epidemiology and how the results influence evidence-based practice. 
h) Identify different sources of epidemiological databases and how information is updated and exchanged with clinical entities.
i) Describe the purpose of a registry, the types of information contained within public health registries and how this information can be used
j) Explain how registries differ from other publicly available data sources such as notifiable disease systems and clinical systems such as electronic lab reporting.
k) Identify different entities that operate registries and how information from clinical practice gets imported into these registries.
l) Identify security and access issues in the information exchange between communities, clinical institutions, public health departments and federal agencies involved in public health prevention and control.
m) Explain how varying types of information technologies have application in public health practice 

10. ONC Component 13/Unit 6

Biosurveillance, Situational Awareness and disaster response (22:04)
Learning Objectives
a) Describe the traditional means used to monitor and report on disease spread within a community
b) Identify current data sources used to track disease
c) Describe the typical process of syndromic surveillance.
d) Identify strengths and weaknesses of using EHRs for biosurveillance 
e) Describe process for monitoring, reporting, and analyzing EHR biosurveillance data
f) Identify how current and future findings from EHR biosurveillance improve public health operations and services

Class 5
11. ONC Component 13/Unit 7

Public health reporting, alerts and decision support (29:49)
Learning Objectives
a) Describe the current role of public health in the context of the clinical care environment
b) Describe the following three essential public health services:  Monitor Health; Diagnose/Investigate; Inform, Educate, Empower
c) Identify current public health practices challenges in the essential public health services of:  Monitor Health; Diagnose/Investigate; and Inform, Educate, Empower
d) Identify the opportunities and limitations for EHRs to address these challenges in three primary areas (syndromic surveillance, notifiable disease reporting, and public health case investigation)

12. ONC Component 13/Unit 8

The potential of public health IT for health promotion and chronic disease prevention (25:04)
Learning Objectives
a) Describe and categorize issues/questions, data sets and factors (variables) that are used in descriptive epidemiology.
b) Describe how evidence-based recommendations may be appropriately used in implementing and evaluating health promotion and disease prevention.
c) Describe different types of health promotion and disease prevention and different methods of enacting health promotion programs.
d) Identify the steps in the process of implementing and evaluating prevention programs and interventions.
e) Identify the clinical preventive services that are linked to health promotion and disease prevention.
f) Describe how informatics can be incorporated into clinical preventive services.
g) Describe the history and foundation of geographic information systems and explain its role in evidence-based practice.
h) Identify the barriers to incorporating public health IT into clinical practice and potential methods for resolving these limitations.
i) Identify the existing and innovative methods for communicating and sharing health information with the public.

Class 6
13. ONC Component 13/Unit 8

Encouraging adoption/use of population health functions for Electronic Health Records (EHRs) and Consumer functions for Personal Health Records (PHRs) (26:01)
Learning Objectives
a) Define/Identify ONC Components of a population health model provided in this ONC Component.
b) Identify and describe population health functions of EHRs.
c) Describe the meaningful use criteria that are applicable to public health, population health, disease management and prevention.
d) Provide examples of common PHR systems (Google Health, Microsoft HealthVault, Vendor-specific PHRs) and identify embedded consumer functions.
e) Describe EHR adoption and use, with a focus on fidelity to public health goals.
f) Describe the challenges in and barriers to adoption and use of population health functions for EHRs and Consumer functions for PHR.
g) Explain and apply a rationale that would encourage adoption and use of public health functions for EHRs and Consumer functions for PHR.
h) Demonstrate the ability to formulate a plan to encourage adoption and use of population health functions for EHRs and Consumer functions for PHR, given a setting, population and workflow environment.

14. ONC Component 14/Unit 1

Common commercial electronic health record (EHR) systems used in ambulatory and inpatient care settings (17:25)
Learning Objectives
a) By the end of this unit, the student will be able to:
b) Describe the most common commercial electronic health record (EHR) systems used in ambulatory and inpatient care settings
c) List HIMSS resources available on EHR systems
d) Describe functions and applications of HIMSS resources available on EHR systems
e) Describe functions and applications of KLAS ratings available on EHR systems
f) Apply KLAS rating system to evaluate software selections for ambulatory and acute care EHRs.
g) Provide a summary of inpatient and ambulatory vendors

Class 7

15. VA Vista Component 8 

Installation and Maintenance of Health IT Systems 
Learning Objectives
a) Provide instruction in the installation and maintenance of Health IT Systems
b) Direct testing of Health IT Systems prior to implementation
c) Introduce the principles underlying a Health IT System's configuration

16. VA Vista Component 7 

Working with Health IT Systems
Learning Objectives
a) Identify common system components and application types of HIT
b) Describe data flows across HIT systems and implication of standards
c) Identify root causes of HIT-induced error and suggest solutions
d) Assess the strengths and weaknesses of identified solutions to identified HIT problems
e) Defines usability, describes general usability principles, and relates usability to adoption in relation to HIT
f) Define and differentiate security, confidentiality, and privacy and identify common threats
g) Demonstrate beginning level competency in general HIT system use


Class 8
17. VA Vista Component 11 

Working with EHR's
Learning Objectives
a) Describe the process of migration to an Electronic Health Record (EHR) from organizational strategy, planning, analysis of EHR options, decision-making techniques, training, and implementation strategies
b) Discuss the migration path from organizational strategy to implementation, including meaningful use criteria for a case study of a facility moving from a paper health record to an EHR
c) Discuss the importance and use of clinical decision support systems for clinical and administrative use
d) Configure an EHR system to achieve features required for meaningful use, including labs for:
e) Building of order sets
f) Data entry templates
g) Generate quality reports
h) Implementation of clinical decision support
i) Understand data infrastructure including data architecture, data sets, data repositories, data standards, data types and data dictionaries
j) Write an RFI/RFP using stated criteria
k) Evaluate and select an EHR System most appropriate to an organization and clinical setting

Class 9

18. ONC Component 14/Unit 2

Certification of Commercial EHRs (15:36)
Learning Objectives
a) Describe the Certification Commission for Health Information Technology (CCHIT) and its role in the certification of commercial EHRs
b) Describe or give examples illustrating how CCHIT criteria are used for certification of EHR systems
c) Identify the benefits of ‘meaningful use’ of EHRs and identify examples of ‘meaningful use’ of EHRs in given scenarios
d) Identify the three stages of implementation requirements for ‘meaningful use’ of EHRs 
e) Identify the role of governing bodies certifying commercial EHRs, including FDA oversight, the Joint Commission, and National Patient Safety Goals

19. ONC Component 14/Unit 5

System and database architectures used in commercial EHRs (14:43)
Learning Objectives
a) Demonstrate concept knowledge of system and database architectures used in commercial EHRs
b) Describe the health information systems landscape, including CPOE, Pharmacy,
c) Lab, etc.
d) Identify the differences EHR hardware platforms 
e) Compare different EHR operating systems and databases 
f) Articulate how system and database architectures impact security, auditing and performance monitoring

20. ONC Component 14/Unit 6

Vendor strategies for terminology, knowledge management, and data exchange (16:07)
Learner Objectives
a) Describe the three types of interoperability
b) Describe vendor strategies for terminology and knowledge management and how these impact interoperability
c) Describe processes and requirements for exchanging data with personal health records

Class 10

21. ONC Component 15/Unit 1

People and Technology, Studies of Technology (13:02)
Learning Objectives
a) Explain the importance of technology in health.
b) Describe the contributions of Human-Computer interaction to the Health field
c) Describe the seven stages of User Activity in Norman’s Theory of Action
d) Demonstrate concept knowledge of principles of user-centered design, methods of cognitive research, and sources of usability evidence. 
e) Apply the principles of user-centered design to address the challenges to effective design
f) Compare and contrast usability evaluation methods.
g) Identify and differentiate various types of errors in medicine
h) Identify patient safety issues in the workplace and at home 

22. ONC Component 15/Unit 5

Usability evaluation methods (15:47)
Learning Objectives
a) Describe the importance of usability in relation to health information technologies
b) List and describe usability evaluation methods
c) Given a situation and set of goals, determine which usability evaluation method would be most appropriate and effective
d) Design appropriate tasks for a usability test
e) Describe the appropriate tasks for a usability test
f) Describe the usability testing environment, required equipment, logistics, and materials (moderator/facilitator guide, consent forms, and surveys)
g) Describe the criteria for being an effective moderator of a focus group
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